] i SA CA :
Trustin, and value from, information systems

The Governance of Enterprise
Information and Information
Technology

Challenges and Approaches

Dr. Ronald Hale Ph.D., CISM
ISACA
Chief Knowledge Officer



Accelerated Change — Accelerated Information Risk
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Expanding Internet — 2008 Perspective
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Expanding Internet
Internet Population and Penetration
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Gartner Nexus of Forces

The nexus of forces describes the
convergence and mutual
reinforcement of four
interdependent trends: social
interaction, mobility, cloud, and
information. The forces combine to
empower individuals as they interact
with each other and their
information through well-designed
ubiquitous technology.

TRANSFORMATION

Image Source: Gartner (2013)
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Nexus of Forces - Social

http://ignitordigital.com/small-business-social-media/

Social becomes the focal point for engagement

Important source of news

Increasing personal interaction on a
massive scale

Enabling greater political awareness and
organization

Fostering literacy

Changing dynamics of marketing
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Nexus of Forces - Mobile

Mobile becomes the focal point of
technology change

* Breaches digital divide

* Drives business / social change

* Enhances public policy debate

* Restructures personal communication

* Point of technical convergence
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Nexus of Forces — Cloud Computing

High Growth Expectedin Cloud Evolving Information Infrastructure
Infrastructure Services
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Transformations - Internet of Everything

e

http://www.xerafy.com/blog/executives-believe-the-internet-of-things-to-become-the-next-big-thing/

The Internet of Things will
become the Internet of
Everything resulting in:

Smarter devices
Interconnected devices
Increased knowledge and
insight

Enhanced capabilities
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Transformations — Proliferation of Information

PROLIFERATION OF INFORMATION

Equivalent of
2.5 billion gigabytes
of information

300 00O 000 000 00O 000 000
pages 1999-2002

—

~

All of history 4 years Every 2 days Every 10 min
prior to 1999

https://ipad.redlands.qld.edu.au/content/rationale
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Transformations — Innovation and Change

Wind Power

Autonomous Cars Smart Homes Digital Dust

Technology Transformations

Mind Control of Devices Robotics Drones

IBM Watson

Wearable Technology
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Consequences - Increased Opportunities or Increased Threats

By 2016 there will be 3 billion internet
users globally — almost half of the world’s
population. The internet economy will
reach $4.2 trillion in the G-20 economies.

If it were a national economy it would
rank in the world’s top five, behind only
the US, China, Japan, and India, and
ahead of Germany.

Across the G-20 it already amounted to
4.1% of the GDP or $2.3 trillion in 2010.

Boston Consulting Group

http://aodynamics.com/our-services/ ’ "SACA
Trust in, and value from, information systems

WWW.isaca.org © 2014 ISACA. All Rights Reserved.




Consequences - Increased Opportunities or Increased Threats
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The global cost of cybercrime is
estimated to be between $S300
billion to S1 trillion. This
includes:

* Loss of intellectual property
* Opportunity cost

* Security costs

* Reputational damage

Center for Strategic and International Studies
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Need — Enterprise Governance of Information and Information Technology
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COBIT and the Governance of Information and Information Technology

Benefits of Effective IT Governance

Other

2 Improve Risk Management
Identify Gaps

g Increase IT Visibility with Board

Improve Communications between siloed teams

1 Integrate Business & IT

Increase Innovation
Improve Customer Satisfaction
Protect Reputation

Improve Cybersecurity

Reduce Costs
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COBIT and the Governance of Information and Information Technology
Benefits of Effective IT Governance

Other

Improve Risk Management
Identify Gaps

Increase IT Visibility with Board

Improve Communications between siloed teams

2 Integrate Business & IT

Increase Innovation

1 Improve Customer Satisfaction
Protect Reputation

3 Improve Cvbersecurity

4 Reduce Costs
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COBIT and the Governance of Information and Information Technology

Value of IT Governance
Considering Technology and Business Landscape

Equally Valued
17%

Less Valued 5% .

More Valued

ISACA 2014 Global COBIT 5 Governance Study dSAg‘i
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COBIT and the Governance of Information and Information Technology

Primary Business Reason for Using COBIT

AlignmentApproachAuditBusiness

Compliance Controlcoverage Deliveryease

Governance FrameworkK information
Security innovation ISSLIeS_;;n;ManagementOperations

Practice Process...... ReferenceSenices SOX

Structured Value

ISACA 2014 Global COBIT 5 Governance Study i:S.Ach



COBIT 5 - Enterprise Governance of Information and Information Technology
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Addressing Information Governance

UNIFIED GOVERNANCE

Information governance is the
specification of decision rights and an
accountability framework to encourage

?QL\CY INTEGR,4 T"OA/

VALUE desirable behavior in the valuation,
C*U creation, storage, use, archival and
e ™ deletion of information. It includes the
o | [rean || st processes, roles, standards and metrics
I that ensure the effective and efficient use
Dispos - of information in enabling an organization

to achieve its goals. (Gartner)
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COBITS5 - Stakeholders and Enterprise Goals for Information Governance

Stakeholders and Stakeholder Goals

* Owners, Users, Custodians

* Regulators, Compliance, Enforcement Agencies
* Shareholders

Stakeholder Needs 1 Suppliers and Partners

Benefits Risk Resource H
e EiteeAs | Enterprise Goals
”

* Effective decision making

* Effective management of the enterprise

* Manage cost of information

Enterprise Goals * Effectively manage information resources and information life cycle
* Ensure information quality

* Meet business and regulatory requirements

* Provide access based on legitimate need

[T-related Goals * Maintain those records that are necessary

» Satisfy regulatory and legal requirements

®
Enabler Goals ‘ﬂSAm
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EVALUATE, DIRECT & MONITOR
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COBITS5 - Enterprise Governance of Emerging Technologies

* Governance ensures that enterprise
objectives are achieved by evaluating
stakeholder needs, conditions and options;
setting direction through prioritisation and
decision making; and monitoring
performance, compliance and progress
against agreed-on direction and objectives
(EDM).

 Management plans, builds, runs and
monitors activities in alignment with the
direction set by the governance body to
achieve the enterprise objectives (PBRM).
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COBIT5 - Stakeholders and Enterprise Goals for Emerging Technologies

Stakeholders and Stakeholder Goals

Coisen o et
(Environment, Technology Evolution, ...) * Shareholders, Board of Directors, Senior Executives

e Business Development, Finance, Marketing, Personnel
A

* Technology Organization, Technology Providers

Stakeholder Needs * Research Organizations, Patent Holders
Benefits Risk Resource * Suppliers and Partners
S Oesay B | ¢ Regulators, Compliance, Enforcement Agencies
oy

Enterprise Goals Enterprise Goals

* Enter new markets with new products

* Anticipate customer needs

* Replace under-performing products

[T-related Goals * Increase customer loyalty

* Accelerate revenue growth

* Create new opportunities for business development
* Make investments for market growth

Enabler Gaals * Reduce opportunities for market competition { ’mm@
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Accelerated Change — Accelerated Need for Governance
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Accelerated Change — Accelerated Need for Governance
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