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History of SOX Legislation



July 30, 2002

Sarbanes-Oxley Bill Signed by
Bush

August 29, 2002

302 Quarterly Filing in Effect

Q4, 2002

PCAOB Formed

June 5, 2003

Final 404 Rules Issued by the
SEC

October 7, 2003

PCAOB Issues Draft of AS/2

June 17, 2004

SEC Approves AS/2

May 16, 2005

Guidance Issued for Top-Down
Risk-Based Approach




December 19, 2006

PCAOB Issues Draft of AS/5 as
a Replacement for AS/2

December 20, 2006

SEC Issues Proposed
Interpretative Guidance for
Management

May 23, 2007 SEC Approved Final Interpretive
Guidance for Management
May 24, 2007 PCAOB Voted to Adopt AS/5

July 25, 2007

SEC Approved AS/5




Accelerated Filer Management’s Auditor’s
Status Report Attestation
Large Accelerated |Already Complying | Already Complying
Filer OR (since November
Accelerated Filer |15, 2004)

($75M or >)

Non-accelerated
Filer (<$75M)

Annual Reports for
Fiscal Years
Ending on or after
12/15/2007

Annual Reports for
Fiscal Years
Ending on or after
12/15/2009




Accelerated Filer Status

Management's Report

Auditor’'s Attestation

Large Accelerated Filer
(700M or >)

Annual Reports for
Fiscal Years Ending on
or after 7/15/2006

Annual Reports for
Fiscal Years Ending on
or after 7/15/2006

Accelerated Filer (> or
=$75M and < $700M)

Annual Reports for
Fiscal Years Ending on
or after 7/15/2006

Annual Reports for
Fiscal Years Ending on
or after 7/15/2007

Non-accelerated Filer
(< $75M)

Annual Reports for
Fiscal Years Ending on
or after 12/15/2007

Annual Reports for
Fiscal Years Ending on
or after 12/15/2009

Newly Public Company
(US or Foreign Issuers)

Second Annual Report

Second Annual Report




Evaluating Deficiencies



ITGl Guidance

¢ Considers Both Control Design and Effectiveness

*»Included in Publication IT Control Objectives for Sarbanes Oxley
2nd Edition

A Framework for Evaluating Control Exceptions and
Deficiencies, Version 3, December 20, 2004

¢ Developed by Representatives of Nine US Public Accounting
Firms and University Professor

¢ Served as Guidance During Initial Years of SOX
+*Never Became “Official-endorsed” Guidance




Internal Control Issues

404 404 Opinions with
Opinions | Material Weaknesses

Filed as of 8-11-07
2
0 A051 348 165 53 91 233 9 65
0 (8.6%) (47.4%) (15.2%) (26.1%) (67.0%) (2.6%) (18.7%)
6
2
0 3701 390 207 57 177 250 4 79
0 (10.3%) (53.1%) (14.6%) (45.4%) (64.1%) (1.0%) (20.3%)
5
2
0 3700 624 304 149 324 335 17 135
0 (16.9%) (48.7%) (23.9%) (51.9%) (53.7%) (2.7%) (21.6%)
4

* Source: Audit Analytics ® 404 Dashboard Year 3 Update, December 2007




Step 1. Identify the IT Control exception identified (if this is a design
issue, proceed to step 3)

Step 2. Review the exception and determine if it is an isolated or
negligible error. Consider additional samples to confirm.

No

Step 3. Control deficiency — need to assess further. s this an
application or IT general control deficiency?

IT General Control

Step 4. Are there compensating or controls that were tested that
achieve the same control objective?

Step 5. Has the deficiency caused an application control to fail?

No

Step 6. Is the deficiency pervasive such that it undermines the
control environment (e.g., culture, tone, commitment)?

No

Step 76. Does it relate to a deficiency previously reported to
management and not fixed within a reasonable period of time?

No

Source:

Yes Control exception only, no further work
required.
Application control Deficiency should be evaluated by the financial

controls team.

Yes
Control deficiency only, consider for aggregation.
Yes Use the same classification of deficiency as was
made for the application control deficiency.
Yes Control is at least a significant deficiency;
discuss with financial controls team whether
this may be a material weakness.
Yes

Control deficiency only, consider for aggregation.

, Appendix |, IT Governance Institute



Box 1. Are there complementary or
redundant ITGCs that were tested .
. Tes
and evaluated that achueve the same L -
control olbyective? e
additional
Yo l evaluation result
in a udgment that
Box 2. Are there control ) the i
deficiencies at the application level He dgﬁgency =4 .
evaluated in Chart 2 that are related sigmfic ant e —
to or caused by the ITGC deﬁnenég »| Deficiency
] s
defictency” Would a prudent
s l official conclude
that the ITGC
Box 3. Are the control deficiencies deficiency 1s a
at the application level related to or 51gluﬁc ant
caused by the ITGC deficiency es deficiency?
classified as only a deficiency?
Tes
Mo l
Box 4. Are the control deficiencies . ¥
at the application level related to or e Significant
caused by the ITGC deficiency »| Deficiency
claszified as a significant
deficiency?

ML

Material
Wealkness

Source: A Framework for Evaluating Control Exceptions and Deficiencies, Version 3, December 20, 2004



Step 1: Determine whether a significant deficiency exists.

Box 1. Is the potential magnitude
mconsequential to both annual and

mterim financial statements? L
No | - Trr
¢ Box 7. Would a prudent
Box 2. Are there complementary or Yes official conclude that No

the deficiency 1s at least

redundant controls that were tested and — | _ .
> significant deficiency »| Deficiency

evaluated that achueve the same

control objective? considering both annual
' and mterim financial
No ¢ statements?
Box 3. Are there compensating
Yes

controls that were tested and evaluated
that reduce the magnitude of a
nmusstatement of both annual and
mterim financial statements to

mconsequential?

Source: A Framework for Evaluating Control Exceptions and Deficiencies, Version 3, December 20, 2004

Yes




Mo ‘l Step 2: Determine whether a material wealkness exists.

Box 4. Is the potential magnitude less
than materal to both annual and

mnterim financial statements? Yee
No l

Box 5. Are there compensating Box 8. Would a prudent
controls that were tested and evaluated - official conclude that . :
that reduce the magmitude of a == the deficiency 1s a e Sigmificant

- I £ B ~ = . -
musstatement of both annual and matenal weakness Deficiency
interim financial statements to less considerning both annual
than material? and intenim financial

statements?

Mo l

Box 6. Does additional evaluation Yes
result in a judgment that the likelihood Yes
of a material nusstatement of both
anmual and interim financial statements
15 remote?

Mo l

Mlaterial
Wealkness |

Source: A Framework for Evaluating Control Exceptions and Deficiencies, Version 3, December 20, 2004



IT Lessons From Year 1



Too Many Applications Included in Scope

Focused on General Controls Before
Application-Level Controls

IT Review and Assessment Not Integrated Into
Overall SOX Project

Failure to Focus on “KEY” IT Controls

Detective Controls Implemented in Year 1 to
Compensate for Ineffective IT Controls



e Need for More Ownership by Business Units
Over Documentation and Testing of
Applications

* More Efficient to Document and Test Centralized
Processes and Operations

 Need to Address SOX as a Process versus a
One-Time Project



SOX Opportunities



e Applying A Top-Down, Risk-Based Approach
e Leveraging Entity Level/Monitoring Controls
e Maximizing Your SOX Investment

There Are Many Other Opportunities



Top-Down, Risk-Based

Approach

Identifying Risk
{Including riskof fraud)
.'; N
5t Consolidated Financial Statements
EE
E.g- In Scope — Out of Scope —
E=
25 | Consolidated Account Consolidated Account
*,
g
( Account Component g Account Component
H 5
=2 Process/Class of E Process/Class of
= Transaction ' Transaction
g 5
| Location Location
|

Prioritized Risks

Identifying Controls
— Out of Scope In Scope
Entity-Level Controls
Direct ELCs

Monitoring Contols | e Ehl:unitnringE Indirect
ElCs = Contmols = ELCs

Indirect ELCs g g

[ i
Iranzaction-Lavel Transaction-Level Controls
Controls [z, | Foependent mame | applicatsn conbols]

Information [ Information Technol ogy General Contmis |

Technology General

Contmols |

Control Population

“Right” Combination of Contmls

Executing the Evaluation

“Risk of Cantral Failire”

Efficient Testing Strategy and Execution
= “Evidence Require ments®

Conclude on Design and Operating Effectiveness

Repaort on Effectiveness of ICFR

Source: The New 404 Balancing Act, Ernst & Young, 2007
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Identifying Controls

—  Out of Scope

Direct ELCs

Monitoring Controls
Indirect ELCs

Transaction Level
Controls

Information
Technology General
Controls

In Scope

Entity-Level Controls (ELCs)

Direct Monitoring
ELCs Controls

Indirect
ELCs

Transaction-Level Controls
(manual, IT-dependent manual, application) |

— TopDown, RskBased
Approach

IT General Controls

Identifying Risk
(including risk of frauic)

Identifying Controls

(z ‘ Qonsolidated Financial Stat

lements: ‘

Control Population

“Right” Combination of Controls

In Scope
] <
z8 o F
£ Trarsadtion i |7 Trarsati

Efficiert Testing Sretegy ad Bection ‘
“riskdf cortrd failue” +

Qoo Designar Querating Hfectiveress ‘

Repart onfectiveress of IGR ‘




dentify ELCs early in the scoping process and
everage throughout

~ocus on whether controls address identified risks,
not their “label”

Strive for “right” combination of controls

Heavily leverage effective IT controls



There generally Is a correlation between the risk related to IT
general controls and the underlying application or
IT-dependent manual controls

The risk associated with IT general controls is heavily
Influenced by the pervasiveness across multiple platforms or

d

T
S

T

pplications

ne nature, timing, and extent of IT general control testing
nould correlate with the risk within the IT environment

nere IS no requirement to test IT general controls if no

reliance is being placed on application or IT-dependent manual
controls



Increase the percentage of automated controls

Increase the number of common IT general controls by
standardizing, centralizing, and consolidating IT
processes

Test common controls across platforms as one
population versus multiple populations

Leverage the use of Benchmarking as applied to
automated controls

Explore the benefits posed from the use of Continuous
Controls Monitoring tools



Scenario
* Multi-division company, but application used only at 1 in-scope division
» Application complexity:
 AS 400, non-web based, several hundred users, supports only one process (e.g.,
inventory)
¢+ Source code is present and developers make changes

* Process in question has numerous key manual detect controls, but only a few application
or IT-dependent controls

Proposed Example Applying the Risk-Based Approach
e Walk through IT General Controls
* Manage Changes

X Tested programmer separation from production

» No testing of program changes beyond walk-through since risk-based approach
determlned relevant application controls were more dependent on logical access than
program changes

e Logical Access
¢ Tested sample of current users for segregation of duties
¢ Tested super-users at operating system and database levels

<+ AS/400 configuration settings verified as part of walk-through — no more testing
required

» No further database testing



The SEC guidance highlights three kinds of ELCs:

<+ Important, but indirect effect

<+ ldentify possible breakdowns in lower level controls
+ Directly address risk of misstatement

When entity level controls are linked, fewer number of
transaction level controls may be needed

Having direct entity level controls as part of the combination of
controls reduces the level of evidence needed from transaction
level controls

Direct entity level controls, including monitoring controls, can
often be leveraged to reduce testing in low risk areas



e Same leverage when applied to IT
« May already be covered by existing testing of ELCs

« Examples of IT-related ELCs

+ IT Organization and Relationship (Segregation of
Duties)

» |IT Policies and Procedures

» IT Risk Assessment Plan

» [T Management of Human Resources
<+ Training and Education
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How effective are internal controls over the following business and operational areas?

14%

56%

14% 12%
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Current State 404

Future

Evaluation of Operating Effectiveness

|dentify and Assess Transaction
Level Controls

Assess Entity Level Controls

Identify Entity Level Controls

AzZzm=zdoom< =2 —

Financial
Reporting Risk

Increasing Risk Coverage

Business and
Operational
Risk



1.What criteria have you used to determine sufficiency of evidence?

Transformation

Transition ‘

Leading
Practice

ASH Peer Analysis = SEC Guidance
2.How has the organization structured its resources to manage the  No PMO/Ad-
404 program effort? Hoc Project Program
Transformation 3.How comfortable are you that your current 404 approach
incorporates the necessary skills and knowledge to implement a Somewhat Very
top-down, risk-based approach? Uncomfortable = Comfortable Comfortable
4.How would you assess the efficiency of your company’s existing Somewhat
404 processes? Inefficient Efficient Efficient
.Wh r startin int in preparing the risk assessment? . .
5.What was your starting point in preparing the ri Locations Controls Risks
6. What level of documentation did you develop and maintain for
Top-Down, Risk-Based | your 404 program efforts? Exhaustive Excessive Efficient
Approach 7.What th in factor drivi testi trategy?
: our testing strategy :
at was the main factor driving y g gy Coverage Control Risk
8.To what extent have you leveraged shared services or other Some
centralized processing? No Leverage Leverage Full Leverage
9. At what point in your process have you identified and evaluated Middle of Beginning of
_ ELCs? End of Process Process Process
Entity Level Controls S
. ome
10.To what degree have you leveraged your direct ELCs?
W g y gedy No Leverage Leverage Full Leverage
11.Has the company effectively leveraged the use of application Highly
T Controls controls within the overall control population? Ineffective Effective Effective
12.How efficiently has the company employed a top-down, risk- Somewhat
based approach to identifying and testing ITGCs? Inefficient Efficient Efficient

Source: The New 404 Balancing Act, Ernst & Young, 2007







e PCAOB Guidance for Auditors of Smaller Public
Companies

e COSO! Guidance on Smaller Public Companies

e COSO Guidance on Monitoring Internal Control
Systems

1 COSO: Committee of Sponsoring Organizations (www.C0S0.0rg)



Issued for comment on October 17, 2007
Available:

Objective: Help auditors understand the types of controls that
might be encountered in the audit of a smaller, less complex
company and to provide a context for discussion of audit strategies
for evaluating the effectiveness of those controls

Attributes of a smaller, less complex company
¢+ Use of entity-level controls to achieve control objectives
¢ Risk of management override
* Implementation of segregation of duties and alternative controls
¢+ Use of information technology
¢+ Maintenance of financial reporting competencies
¢+ Nature and extent of documentation



 Auditing IT controls in a less complex IT
environment

« Characteristics of less complex IT environments

“s*Tendency to rely on manual controls over transaction
processing

*»*Use of off-the-shelf software
“»*Centralized computer systems
“*More dependency on end-user computing



e |ssued June 2006

e 4\Volumes

1) High-level summary for companies’ boards of directors
and senior management

2) Overview of internal control over financial reporting in
smaller businesses

3) lllustrative tools to assist management in evaluating
Internal control

4) lllustrative tools in Microsoft® Word format



o [nitially Issued a discussion document for
comment in September 2007

* |ssued 3 volume document for comment in June
2008
“*Volume 1 - Executive Summary — 22 pages
“s*Volume 2 — Main Guidance - 71 pages
“*Volume 3 - Application Techniques — 117 pages




Properly designed and executed monitoring:

» Provides persuasive information to the right people regarding the
internal control system’s effectiveness

* |dentifies and communicates internal control deficiencies in a timely
manner to those parties responsible for taking corrective action and
to management and the board as appropriate

In doing so, it facilitates the correction of control deficiencies before
they materially affect the achievement of the organization’s
objectives.



Many organizations are performing effective monitoring in certain
areas, but are not fully utilizing the results

Monitoring considers how the entire internal control system
addresses meaningful risks, not how individual control activities
operate in isolation

Monitoring works best when management approaches it proactively

The board has important responsibilities in monitoring internal
control

Internal audit, through added skills and objectivity, can play an
Important role in assisting management and the board in monitoring



Organizations should follow a systematic process in determining
“what” and “how” to monitor

Judgment Is required in determining both (a) the optimal approach
to monitoring, and (b) the effectiveness of monitoring

Monitoring generally includes the use of both direct and indirect
Information

Monitoring can be performed using either “ongoing™ monitoring
activities or “separate evaluations”

Computerized applications have undergone substantial
development and can be built into, or added onto, existing computer
applications, providing a high degree of continuous monitoring



