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Agenda
•• Update on ISACA/ITGI Progress and StrategyUpdate on ISACA/ITGI Progress and Strategy
•• IT governance IT governance –– current drivers and inhibitorscurrent drivers and inhibitors
•• The quest for value The quest for value –– can IT deliver its return on can IT deliver its return on 

investment?investment?
•• The ING Case Study The ING Case Study –– demonstrating Val ITdemonstrating Val IT--like like 

behavioursbehaviours
•• Val IT Val IT –– what it is and how should it be used what it is and how should it be used 
•• Thoughts on JThoughts on J--SOX, including relevance of Val SOX, including relevance of Val 

ITIT
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ISACA/ITGI Progress and 
Strategy
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Certification
CISACISA

•• 2006 registrations: 23,700+ (June 2006 registrations: 23,700+ (June 
and December, combined)and December, combined)

•• More than 14,000 registered for More than 14,000 registered for 
June 2007 exam June 2007 exam 

•• 50,000+ certified since inception50,000+ certified since inception

CISMCISM
•• 2006 registrations:  3,200+ 2006 registrations:  3,200+ 

(June and December, (June and December, 
combined) combined) 

•• More than 2,000 registered for More than 2,000 registered for 
June 2007 exam June 2007 exam 

•• 6,500+ certified since inception6,500+ certified since inception

CISA and CISMCISA and CISM

•• Both CISA and CISM were reaccredited under American National Both CISA and CISM were reaccredited under American National 
Standards Institute (ANSI) under ISO/IEC 17024. Standards Institute (ANSI) under ISO/IEC 17024. 

•• CISA and CISM continued work to educate and provide service to tCISA and CISM continued work to educate and provide service to the US he US 
Department of Defense as a result of being recognized as two of Department of Defense as a result of being recognized as two of only 13 only 13 
certifications the department is requiring of its and its vendorcertifications the department is requiring of its and its vendorss’’ information information 
assurance personnel.assurance personnel.
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Education Around the World

COBIT Foundation Course 
and Certificate

Implementing IT Governance 
Using COBIT and Val IT Course 
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Research Publications
•• CCOBIOBIT 4.1 and CobiT Security Baseline 2T 4.1 and CobiT Security Baseline 2ndnd editionedition
•• CCOBIOBIT T QuickstartQuickstart
•• IT Governance Implementation Guide:  Using CIT Governance Implementation Guide:  Using COBIOBIT and Val ITT and Val IT
•• IT Assurance Guide:  Using CIT Assurance Guide:  Using COBIOBITT
•• CCOBIOBIT Control PracticesT Control Practices
•• IT Control Objectives for Basel IIIT Control Objectives for Basel II
•• Val IT seriesVal IT series

–– Enterprise Value: Governance of IT FrameworksEnterprise Value: Governance of IT Frameworks——The Val IT FrameworkThe Val IT Framework
–– Enterprise Value: Governance of IT FrameworksEnterprise Value: Governance of IT Frameworks——The Business CaseThe Business Case
–– Enterprise Value: Governance of IT FrameworksEnterprise Value: Governance of IT Frameworks——The ING Case StudyThe ING Case Study

•• Information Security Governance: Guidance for Boards of DirectorInformation Security Governance: Guidance for Boards of Directors and Executive s and Executive 
Management, 2Management, 2ndnd EditionEdition

•• Security Audit and Control Features SAP R/3, 2Security Audit and Control Features SAP R/3, 2ndnd EditionEdition
•• Security, Audit and Control Features PeopleSoftSecurity, Audit and Control Features PeopleSoft®®: A Technical and Risk : A Technical and Risk 

Management Reference Guide, 2Management Reference Guide, 2ndnd EditionEdition
•• Security, Audit and Control Features OracleSecurity, Audit and Control Features Oracle®® EE--Business Suite: A Technical and Risk Business Suite: A Technical and Risk 

Management Reference Guide, 2Management Reference Guide, 2ndnd EditionEdition
•• IT Control Objectives for SarbanesIT Control Objectives for Sarbanes--Oxley, 2Oxley, 2ndnd EditionEdition

•• CCOBIOBIT Mapping Overview of International IT Guidance, 2T Mapping Overview of International IT Guidance, 2ndnd EditionEdition
•• CCOBIOBIT Mapping: Mapping of ISO/IEC 17799 With CT Mapping: Mapping of ISO/IEC 17799 With COBIOBIT , 2T , 2ndnd EditionEdition
•• CCOBIOBIT Mapping: Mapping of PMBOKT Mapping: Mapping of PMBOK®® With CWith COBIOBIT T 
•• CCOBIOBIT Mapping: Mapping of T Mapping: Mapping of SEISEI’’ss CMM for Software With CCMM for Software With COBIOBIT 4.0T 4.0
•• CCOBIOBIT T ®® Mapping: Mapping of ISO/IEC 17799:2005 With CMapping: Mapping of ISO/IEC 17799:2005 With COBIOBIT T 
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ITGI Strategic Issues

•• Open collaboration and Web 2.0Open collaboration and Web 2.0
•• Engaging the CIO and wider CEngaging the CIO and wider C--Suite Suite 

communitycommunity
•• ‘‘Governance on a PageGovernance on a Page’’ initiative initiative ––

defining our spacedefining our space
•• Focus on Focus on ‘‘enterprise governance of ITenterprise governance of IT’’
•• Develop model for working with other Develop model for working with other 

entitiesentities
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Future Product Plans

•• CobiT CobiT –– Release 4.1 is 2007 release. Release 4.1 is 2007 release. 
Probable no new full release for some timeProbable no new full release for some time

•• Val IT Val IT –– Release 2.0 planned for end Q1 Release 2.0 planned for end Q1 
2008. This will comprise a revised 2008. This will comprise a revised 
framework and a framework and a QuickstartQuickstart guideguide

•• ERM IT ERM IT –– Project now approved and Project now approved and 
budgeted. Probable first release late 2008budgeted. Probable first release late 2008

•• CIO Baseline for Enterprise Governance CIO Baseline for Enterprise Governance 
of IT of IT –– Q1 2008Q1 2008
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IT Governance
Current Drivers and Inhibitors
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1. Strategic Alignment
aligning with the business and providing 
collaborative solutions

2. Value Delivery
focus on IT costs and proof of value

3. Resource Management
IT assets, knowledge, infrastructure and 
partners

4. Risk Management
safeguarding assets, business continuity 
and compliance

5. Performance Measurement
metrics, IT Scorecards and dashboards

IT Governance – The Five Domains

Doing something about it

Not doing something about it2003

2005

D
O

M
A

IN
S

   Are we doing 
the right 
things?

Are we getting 
the benefits?

Are we 
getting them 
done well?

Are we doing 
them the right 

way?

COBITCOBIT®® 4.14.1
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The Good News 
Enterprises that actively design their topEnterprises that actively design their top--level IT level IT 
governance arrangements make and implement governance arrangements make and implement 
better ITbetter IT--related decisionsrelated decisions
Gartner

Effective IT Governance is the single most Effective IT Governance is the single most 
important predictor of the value an organization important predictor of the value an organization 
generates from ITgenerates from IT
Firms with focused strategies and above average Firms with focused strategies and above average 
IT Governance had more than 20% higher profits IT Governance had more than 20% higher profits 
than other firms following the same strategiesthan other firms following the same strategies
Peter Weill and Jeannie W. Ross, IT Governance
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However……….

In the higher echelons of corporate and IT management, the 
need for effective governance is apparently accepted but in 
practice it is often accepted in much the same way as 
‘corporate social responsibility’……something that needs 
attention, but by someone else and perhaps not now.

Computing Editorial 13 June 2006
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Indicators of good IT governance
•• The Board is engaged in key IT decision makingThe Board is engaged in key IT decision making
•• CIO has strong reporting lines to BoardCIO has strong reporting lines to Board
•• Metrics for IT performance based on IT dashboard or Metrics for IT performance based on IT dashboard or 

balanced scorecard balanced scorecard –– based on value delivered and not based on value delivered and not 
just costjust cost

•• Low incidence of project overruns on budget or timeLow incidence of project overruns on budget or time
•• Active IT investment portfolio managementActive IT investment portfolio management
•• Active tracking of benefits from IT related investmentsActive tracking of benefits from IT related investments
•• Clear accountability for performance of IT related Clear accountability for performance of IT related 

investmentsinvestments
•• IT seen clearly as an enabler of business strategyIT seen clearly as an enabler of business strategy
•• Effective use of frameworks such as CobiT and Val ITEffective use of frameworks such as CobiT and Val IT
•• Efficient and effective SOX compliance Efficient and effective SOX compliance –– value adding value adding 

and not a choreand not a chore
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IT GOVERNANCE PROBLEM INDICATORS 
INCLUDE…….

•• IT not on Board Room agendaIT not on Board Room agenda
•• IT not directly represented at Board levelIT not directly represented at Board level
•• IT and Business strategy not concurrently prepared and IT and Business strategy not concurrently prepared and 

alignedaligned
•• IT managed by technology rather than by business focusIT managed by technology rather than by business focus
•• History of late or failed business system implementationsHistory of late or failed business system implementations
•• IT seen as a cost rather than as a provider of valueIT seen as a cost rather than as a provider of value
•• External or internal perception that External or internal perception that organisationorganisation is not is not 

making the most of technologymaking the most of technology
•• Inadequate or nonInadequate or non--existent IT related metricsexistent IT related metrics
•• Technology investments justified on cost savings rather Technology investments justified on cost savings rather 

than on revenue enhancementthan on revenue enhancement
•• Inefficient and nonInefficient and non--sustaining compliance including SOXsustaining compliance including SOX
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CURRENT IT GOVERNANCE 
INHIBITORS

•• IT still seen within many entities as a IT still seen within many entities as a ‘‘black artblack art’’
•• Unwillingness or inability of Board and senior Unwillingness or inability of Board and senior 

business management to engage in IT related issuesbusiness management to engage in IT related issues
•• Lack of clear sponsorship/ownership/leadershipLack of clear sponsorship/ownership/leadership
•• Seen as bureaucratic and not value addingSeen as bureaucratic and not value adding
•• Always something more important on the agendaAlways something more important on the agenda
•• Not knowing where to startNot knowing where to start
•• Perceived lack of guidance or methodologiesPerceived lack of guidance or methodologies
•• Lack of defined metrics to measure successLack of defined metrics to measure success
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Are we maximizing the value of our Are we maximizing the value of our 
investments in ITinvestments in IT--enabled change such that:enabled change such that:
 we are getting we are getting optimal benefitsoptimal benefits;;

 at an at an affordable costaffordable cost; and; and

 with an with an acceptable level of riskacceptable level of risk

………………linked to a proper compliance (linked to a proper compliance (egeg SOX) SOX) 
framework?framework?

TheThe FundamentalFundamental Question Question ––
the Val IT Propositionthe Val IT Proposition

OverOver the full economic lifethe full economic life--cycle cycle 
of the investmentof the investment
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A New PerspectiveA New Perspective

IT Investments

Investments in
IT-enabled Change
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Inspiring Val IT

The ING Case StudyThe ING Case Study
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• About 112,000 employees more than 50 countries 
15,000 IT FTE’s 2004 IT Spend € 2.5 billion 

• Financial Conglomerate
Banking Insurance Asset management

• Large retail client base in several markets
Benelux 13  mln US          7  mln Mexico 8  mln Taiwan     2   mln
Poland    5   mln Canada  4  mln Brazil   7 mln Australia  1.5 mln

• Diversified wholesale client base
Globals (160) Mid corporates (20,000 in Europe)
Corporates (1,000) Financial institutions (3,000)

• Direct Banking: 11,5 million clients in 9 countries

• Developing markets
Asia/Pacific Central Europe Latin America
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# Name       Market value in EUR billion as of 25 April 2005

1 CITIGROUP INC 185.4
2 BANK OF AMERICA CORP 138.8
3 HSBC HOLDINGS 134.9
4 AIG 101.0
5 JPM CHASE 95.3
6 BERKSHIRE HATHAWAY INC 80.2
7 WELLS FARGO 76.3
8 ROYAL BANK SCOTLAND 74.9
9 UBS 70.4

10 WACHOVIA CORP 61.4
11 BANCO SANTANDER 57.4
12 BARCLAYS 52.7
13 ING 48.8
14 AMERICAN EXPRESS 47.9
15 BNP PARIBAS 46.6
16 HALIFAX BANK OF SCOTLAND 45.3
17 MITSUBISHI TOKYO FINANCIAL 43.3
18 MORGAN STANLEY DEAN WITTER 42.1
19 MIZUHO FINANCIAL GROUP 42.1
20 BBVA 41.2

 Source : Bloomberg

Top 20 global financial institutions
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IT Governance structure
Executive BoardExecutive Board

IT Leadership CouncilIT Leadership Council

IT & Procurement IT & Procurement 
Policy BoardPolicy Board

Corporate ITCorporate IT

Information Security Steering CommitteeInformation Security Steering Committee

IT ArchitectureIT Architecture
CommitteeCommittee

IT StandardsIT Standards
CommitteeCommittee

Retail

StrategicStrategic
Infrastructure Infrastructure 

CommitteeCommittee

Infrastructure
Group

Infrastructure
Group

Infrastructure
Group

Wholesale Insurance
Americas 

Insurance 
Asia Pacific

AF AF

Infrastructure
Group

Application Forums

GroupGroup
Infrastructure Infrastructure 

ServicesServices

Infrastructure
Group

Infrastructure
Group

ING Direct Insurance 
Europe

AF AF
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EXISTING GOVERNANCE PROCESSES 
INCLUDED…..

•• IT policy and strategy determined through fully IT policy and strategy determined through fully 
representative IT Policy Committee representative IT Policy Committee –– three Board members three Board members 
are active members of this Committeeare active members of this Committee

•• Main Board Director chairs Policy CommitteeMain Board Director chairs Policy Committee
•• Central small HQ unit reporting to main Board director Central small HQ unit reporting to main Board director 

charged with defining and reporting on relevant IT metricscharged with defining and reporting on relevant IT metrics
•• Annual Annual ‘‘IT dashboardIT dashboard’’ process with full analysis and actionsprocess with full analysis and actions
•• Central monitoring of IT investment portfolioCentral monitoring of IT investment portfolio
•• Commitment to IT value reporting including how IT spend Commitment to IT value reporting including how IT spend 

impacts shareholder valueimpacts shareholder value
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METRICS INCLUDED
•• IT costs by category and by activityIT costs by category and by activity
•• IT Staff numbers and costs analysed by activityIT Staff numbers and costs analysed by activity
•• Fulltime versus contract IT staffFulltime versus contract IT staff
•• Outsourcing ratiosOutsourcing ratios
•• Workstation costsWorkstation costs
•• IT intensityIT intensity
•• Cost/efficiency ratiosCost/efficiency ratios
•• IT related operational risk incidents (number & value)IT related operational risk incidents (number & value)
•• IT security incidents (number & value)IT security incidents (number & value)
•• Various IT project portfolio metricsVarious IT project portfolio metrics
•• IT investment management CMM level (current and IT investment management CMM level (current and 

projected)projected)
•• Benchmarking against specific peer groupsBenchmarking against specific peer groups
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THE ING EXPERIENCE 1999 - 2007

Project Execution & 
Delivery

Portfolio Optimisation 

Quality (CMM 3)

SOX/Basel 
compliance

IT Project Hurdle 
Rates
PMO Structure

From an investment = 0.1% per annum of the IT budget

€ 38m direct savings in 
one year

20% of one year’s 
annualised IT costs 
avoided over 3 years

Up to 20% of IT 
investment portfolio costs 
potentially could be saved 

FINANCIAL BENEFITS

Shareholder Return

Corporate Governance

Best in Class Pedigree

Sector Peer Group 
Benchmarks

Investment Driven 
Metrics

STRATEGIC BENEFITS OPERATIONAL BENEFITS
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Do we know the size and shape of our IT investment portfolio?

Portfolio
# of Projects: 1750 
Budget: € 2000 m

Approved
# of Projects: 1100 (63%)
Budget: € 1800 m (90%)

Intended but not yet 
approved

# of Projects: 650 (37%)
Budget: € 200 m (10%)

Discretionary
# of Projects: 900 (51%)
Budget: € 1550 m (82%)

Mandatory
# of Projects: 200 (13%)

Budget: € 250 m (7%)

Discretionary
# of Projects: 500 (28%)
Budget: € 150 m (8%)

Mandatory
# of Projects: 150 (8%)  
Budget: € 50 m (3%)
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How good are we at delivering projects?
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Solution Delivery performance
Planned budget € 155 m
Budget Overrun € 19 m
(31 / 100 projects) (31%)
Time Overrun 162 mths
(41 / 100 projects (41%)
Average
Functionality

Planned vs Actual Variance

69%
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ROI as expected in the Business CaseROI as expected in the Business Case

Expected Benefits

€ 114 - € 100 m
€ 100 mBudgeted ROI = 

Expected Budget

= + 14%

ROI Effect of poor solutions 
delivery performance

= - 38% 

Actual ROI allowing for typical solution delivery performanceActual ROI allowing for typical solution delivery performance

Functionality 
achieved -16%

Approximately two years 
delay. so benefits discounted 

at 12% After Tax Rate 

Budget Overrun 
+24%

Actual ROI 
after corrections SDP 

ROI= -38%

Expected ROI = 14%

Cumulative cash flow (€)

Time  Actual ROI 
after corrections SDP 

ROI= -38%

Expected ROI = 14%

Cumulative cash flow (€)

Time 

Actual ROI =  €
1

1.12
€100 m x 124 % 

2
- €100 m x 124 % 114 m x 84 % x 
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Project Portfolio Transparency

Do we understand the financial and risk profile of our projects?

Project Portfolio Transparency
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Value creation or value destruction?

Cumulative NPV
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Max NPV: € 400 m

70 % of projects
contribute to value creation

Total NPV: € 300 m

- € 100 m
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Quality of Portfolio Mix based on project ratings (Example)

Risk - NPV Analysis Based on Investment Budgets

3% 10% 30% 12%

2% 15% 26% 2%
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0

- Risk Rating

2  :  Fair Risk   
1  :  Low Risk  

3  :  Material Risk 
4  :  High Risk     

Ratings based
on  bond market
classifications

AAA - prime, best
quality

BBB - higher risk
good quality

CCC - speculative

DDD - High risk,
poor quality
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Outperforming the index - Efficient Frontier Analysis (Example)

Risk - IRR Analysis Based on Investment Budget
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Risk Free Rate is 2.5%  based on current one-year Euro-denominated interbank deposits)

Risk Free 
Rate: 2.5%

Efficient Frontier

Area of circle represents 
proportion of IT budget at

each risk level.
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( Alpha)
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Project Risk (example)
IT Investment Projects Assessment Rating Worksheet

Name of Project
Department/Business Function
Brief Description
Business Sponsor
Project Manager

1. Use of new, unproven technology is: 6. Will the system involve direct interaction or links with:

Non- Existent 1 One BU only 1
Insignificant 2 Other ING Bus 2
High dependence 3 Other trading/business partners 3
Maximum dependence 4 Customers (eg direct internet access) 4

2. Project duration is: 7. Within the business the new system will need to interface with:

Less than six months 1 No other systems 1
Six to twelve months 2 One existing system 2
One to two years 3 Two to five existing systems 3
Over two years 4 More than five existing systems 4
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CONTINUOUS IMPROVEMENT AT ING

•• Establish geographical Project Management OfficesEstablish geographical Project Management Offices
•• Establish regular review of IT investment portfoliosEstablish regular review of IT investment portfolios
•• Board Directive to reach minimum level 3 CMM for Board Directive to reach minimum level 3 CMM for 

systems development and implementation processes by systems development and implementation processes by 
end 2006end 2006

•• Increase numbers of qualified project managersIncrease numbers of qualified project managers
•• Improve business case development and authorisation Improve business case development and authorisation 

processes processes 
•• Improve training of all those involved in projects including Improve training of all those involved in projects including 

sponsorssponsors
•• Enhance accountabilityEnhance accountability
•• More effective and efficient SOX and Basel compliance More effective and efficient SOX and Basel compliance 
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Empirical Evidence

•• Entities with higher process maturity (CMM) are Entities with higher process maturity (CMM) are 
more likely to deliver their projects on time and more likely to deliver their projects on time and 
on budgeton budget

•• Higher transparency of financial and risk metrics Higher transparency of financial and risk metrics 
leads to earlier identification of issues that might leads to earlier identification of issues that might 
lead to project failure (and therefore enable lead to project failure (and therefore enable 
earlier cancellation)earlier cancellation)

•• Past solutions delivery performance is generally Past solutions delivery performance is generally 
not taken into account in predicting future not taken into account in predicting future 
successsuccess

•• Relatively few projects do get cancelled, and Relatively few projects do get cancelled, and 
where they do, the cancellation can take place at where they do, the cancellation can take place at 
any time during development life cycle any time during development life cycle 



38

Cancellations
 % of budget spent before cancellation
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IT Investment Governance

Optimising Value Creation and Optimising Value Creation and 
enhancing Jenhancing J--SOX complianceSOX compliance
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From the IT perspective, the evaluation of internal controls 
must include three key areas……..

•• CompanyCompany--level controls for IT should demonstrate that management level controls for IT should demonstrate that management 
has a good understanding of has a good understanding of ITIT’’ss capability and utilizes IT capability and utilizes IT 
appropriately to establish internal control over financial reporappropriately to establish internal control over financial reporting.ting.

•• IT general controls should demonstrate that there are adequate IT general controls should demonstrate that there are adequate 
ways to manage processes such as system development, change ways to manage processes such as system development, change 
management, system operations, and security administration relatmanagement, system operations, and security administration related ed 
to application systems that support financial reporting. to application systems that support financial reporting. 

•• IT applications control should demonstrate that when applicationIT applications control should demonstrate that when application
systems are utilized to support financial reporting they are prosystems are utilized to support financial reporting they are properly perly 
maintained.maintained.

Practice Standards for J-SOX, February 2007
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The Business Accounting Council says……

Internal control is defined as a process performed by everyone in an organization
and incorporated in its operating activities in order to provide reasonable 
assurance of achieving four objectives:

• Effectiveness and efficiency of business operations 
• Reliability of financial reporting 
• Compliance with applicable laws and regulations 
• Safeguarding of assets

If the deficiencies have a qualitative and quantitative significance, 
they should be judged to be material weaknesses.

The IT investment portfolio as defined by Val IT is an asset and is 
therefore relevant to J-SOX compliance

On the Setting of the Standards and Practice Standards for Management Assessment and Audit concerning Internal
Control Over Financial Reporting
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What distinguishes successful from less 
successful organisations in realising benefits?

•• 11. . The more successful select projects on the basis of desirabilityThe more successful select projects on the basis of desirability and their and their 
capability to deliver them, not just desirability.capability to deliver them, not just desirability.

•• 2. Having methodologies is not sufficient; it is important that 2. Having methodologies is not sufficient; it is important that both business both business 
managers and specialists use them on all projectsmanagers and specialists use them on all projects

•• 3. Developing realistic and robust business cases, which include3. Developing realistic and robust business cases, which include benefits for benefits for 
(if possible) all the investment stakeholders(if possible) all the investment stakeholders

•• 4. Managing the benefits over the whole investment lifecycle thr4. Managing the benefits over the whole investment lifecycle through ough 
consistently applied practices and processesconsistently applied practices and processes

•• 5. Integrated planning of benefit delivery with organisational, 5. Integrated planning of benefit delivery with organisational, process and process and 
technology changes technology changes 

•• 6. Business ownership and accountability for the benefits and ch6. Business ownership and accountability for the benefits and changesanges
•• 7. Systematic review of the results of investments in terms of t7. Systematic review of the results of investments in terms of the benefits he benefits 

realised or not realisedrealised or not realised
•• 8. Transferring the lessons learned from successful and unsucces8. Transferring the lessons learned from successful and unsuccessful sful 

projects to othersprojects to others

Cranfield University UK 2007
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 IT-enabled investments will be managed as a portfolio of 
investments. 

 IT-enabled investments will include the full scope of activities that 
are required to achieve business value. 

 IT-enabled investments will be managed through their full 
economic life cycle. 

 Value delivery practices will recognize that there are different 
categories of investments that will be evaluated and managed 
differently.

 Value delivery practices will define and monitor key metrics and 
will respond quickly to any changes or deviations. 

 Value delivery practices will engage all stakeholders and assign
appropriate accountability for the delivery of capabilities and the 
realization of business benefits. 

 Value delivery practices will be continually monitored, evaluated 
and improved. 

Results CIO
Interviews

ValVal IT PrinciplesIT Principles
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the right
way?

Are we
getting

them done
well?

Are we
getting

them done
well?

Are we
getting

the
benefits?

Are we
getting

the
benefits?

The IT Value Continuum

The Information Paradox, John Thorp, Fujitsu
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Board / Senior Executive

Business Management

IT Operations

IT (Functional Mgt)

A
ud

ito
rs

Val IT

COBIT

ITIL

What fits where?
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Three initial deliverables

All available for free download from 
www.itgi.org
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ValVal IT IT –– ProcessesProcesses

Value Governance (VG)

Portfolio Management (PM)

Investment Management (IM)
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Val IT
Processes & Key Management Practices

VG1   Ensure informed and committed leadership
VG2   Define and implement processes
VG3   Define roles & responsibilities
VG4   Ensure appropriate and accepted 

accountability
VG5   Define information requirements
VG6   Establish reporting requirements
VG7   Establish organisationalstructures
VG8   Establish Strategic Direction
VG9   Define investment categories
VG10 Determine target portfolio mix
VG11 Define evaluation criteria by category

PM1 Maintain human resource 
inventory

PM2 Identify resource requirements
PM3 Perform gap analysis
PM4 Develop resourcing plan
PM5 Monitor resource requirements 

and utilisation
PM6 Establish investment threshold
PM7 Evaluate initial programme

concept business case
PM8 Evaluate & assign relative score to 

programme business case
PM9 Create overall portfolio view
PM10 Make and communicate 

investment decision
PM11 Stage-gate (and fund) selected 

programmes
PM12 Optimize portfolio performance
PM13 Re-prioritise portfolio
PM14 Monitor and report on portfolio 

performance

IM1 Develop a high-level definition of investment opportunity
IM2 Develop initial programme concept business case
IM3 Develop clear understanding of candidate programmes
IM4 Perform Alternatives Analysis
IM5 Develop Programme plan
IM6 Develop Benefits Realisationplan
IM7 Identify Full life cycle costs & benefits
IM8 Develop detailed programmebusiness case
IM9 Assign clear accountability & ownership
IM10 Initiate, plan and launch the programme
IM11 Manage programme
IM12 Manage/track benefits
IM13 Update business case
IM14 Monitor and report on programmeperformance
IM15 Retire programme

Value
Governance

(VG)

Portfolio
Management

(PM)
Investment

Management
(IM)

VG1   Ensure informed and committed leadership
VG2   Define and implement processes
VG3   Define roles & responsibilities
VG4   Ensure appropriate and accepted 

accountability
VG5   Define information requirements
VG6   Establish reporting requirements
VG7   Establish organisationalstructures
VG8   Establish Strategic Direction
VG9   Define investment categories
VG10 Determine target portfolio mix
VG11 Define evaluation criteria by category

PM1 Maintain human resource 
inventory

PM2 Identify resource requirements
PM3 Perform gap analysis
PM4 Develop resourcing plan
PM5 Monitor resource requirements 

and utilisation
PM6 Establish investment threshold
PM7 Evaluate initial programme

concept business case
PM8 Evaluate & assign relative score to 

programme business case
PM9 Create overall portfolio view
PM10 Make and communicate 

investment decision
PM11 Stage-gate (and fund) selected 

programmes
PM12 Optimize portfolio performance
PM13 Re-prioritise portfolio
PM14 Monitor and report on portfolio 

performance

IM1 Develop a high-level definition of investment opportunity
IM2 Develop initial programme concept business case
IM3 Develop clear understanding of candidate programmes
IM4 Perform Alternatives Analysis
IM5 Develop Programme plan
IM6 Develop Benefits Realisationplan
IM7 Identify Full life cycle costs & benefits
IM8 Develop detailed programmebusiness case
IM9 Assign clear accountability & ownership
IM10 Initiate, plan and launch the programme
IM11 Manage programme
IM12 Manage/track benefits
IM13 Update business case
IM14 Monitor and report on programmeperformance
IM15 Retire programme

Value
Governance

(VG)

Portfolio
Management

(PM)
Investment

Management
(IM)

Val IT Quickstart Q1 2008
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IM8

CA/
R

Primary:
P01.1, P05.3

ITBusExec
COBIT

Cross-references
Key Management Practices RACI Chart

IM8 Develop a detailed programme
business case.
Develop a complete and comprehensive business case for the 
programme consistent with the enterprise’s standard business case 
requirements. The business case should include an executive 
summary; a description of the programme purpose, objectives, 
approach and scope; programme dependencies, risks and 
milestones; organisational change impact of the programme; a 
value assessment and a programme plan. The programme value 
assessment should include full economic life cycle costs and 
benefits, both financial and nonfinancial; overall financial worth; 
strategic alignment; risks, both delivery and benefits risks; the 
programme’s overall relative value scoring and any key 
assumptions. The programme plan should include component 
project plans, a benefits realisation plan, the approach to risk and 
change management, and the programme governance structure 
and controls. The IT function manager signs off on the technical
aspects of the programme. The business sponsor approves and 
signs off on the business case. 
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IM - The Business Case

1. Fact Sheet

2. Alignment

3. Financial Benefits

4. Non-fin. Benefits

5. Risks

6. Optimising 
risk & return

7. Documentation

8. Maintenance

Why the business case?
 Understanding of what you plan to achieve;  how 

you are going to manage it and who is 
accountable

 Basis for comparison and choice

 Recording all that needs to be tracked (cost, 
risks, benefits, etc.)

 Maintain clarity on what you are doing
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IM9

CA/RPrimary:
PO1.1, PO6.1,
PO10.1

IM9 Assign clear accountability and 
ownership
Accountability for achieving the benefits, controlling 
the costs, managing the risks, and coordinating the 
activities and interdependencies of multiple projects 
should be clearly and unambiguously assigned and 
monitored. Where accountability is assigned, such 
accountability must be accepted, there must be a 
clear mandate and scope, and the person 
accountable must have sufficient authority and 
latitude to act, requisite competence, commensurate 
resources, clear lines of accountability, an understand 
of rights and obligations, and relevant performance 
measures.

ITBusExec
COBIT

Cross-references
Key Management Practices RACI Chart
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VG9

CRAPrimary:
PO5.1

VG9 Define investment categories
The governance processes must recognise that there 
are a variety of investment types that differ in 
complexity and the degree of freedom in allocating 
funds. These different investment types must be 
categorised. Categories could include, but are not 
limited to, mandatory, continuity or sustaining, and 
discretionary. Discretionary could include, but is not 
limited to, strategic or transformational (to gain 
competitive advantage or major innovation), 
informational (to provide better information), 
transactional (to process transactions and reduce the 
cost of doing business) and infrastructure (to provide 
shared services and integration).

ITBusExec
COBIT

Cross-references
Key Management Practices RACI Chart
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VENTURE

GROWTH

NON
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CORE
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Transform 
the Business

DISCRETIONARY
ENHANCEMENTS

Grow the 
Business

Run the 
Business

 Every investment need not follow:
 The same level of value analysis
 The same level of control

Value
Assessment

Little Analysis

Impact Analysis

Cost Benefit
Analysis

Source: Meta Group

18%

82%

Source: Forrester

Categorisation
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The The ValVal IT framework provides a road map for IT framework provides a road map for 
organizations to follow on their way to improved IT organizations to follow on their way to improved IT 
investment decisionsinvestment decisions
The The ValVal IT framework is grounded in realIT framework is grounded in real--world world 
practicespractices
Organizations struggling to execute IT strategies Organizations struggling to execute IT strategies 
that deliver business value and to communicate that deliver business value and to communicate 
this value to stakeholders should evaluate this value to stakeholders should evaluate ValVal IT IT 
as a tool for improved value deliveryas a tool for improved value delivery
From IT Governance to Value Delivery
Craig Simons, Forrester Research
June 22, 2007
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Getting ahead of the Curve!Getting ahead of the Curve!

Requires an Effective Full Cycle Governance Requires an Effective Full Cycle Governance 
Process thatProcess that……

Prevent / Plan Contain / React Recover / Throw 
away or start again

$’s

Develops complete
& comprehensive

Value-driven plans

Senses & responds
to deviations early,

quickly  and
decisively

Eliminates the risk
of getting to the

crisis stage
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ValVal IT Future PlansIT Future Plans

Tokyo
November 8th, 2007

Val IT and slides copyright © 2006 IT Governance Institute. Used with permission.
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Framework
Business Case
Case Study (initial)

DONEDONE

Business Case v2.0
Empirical Analysis
Benchmarking
Forums

PLANNEDPLANNED

Extend FW to 
services & other IT 
assets/resources 
Maturity Models
Management 
Guidelines
Taxonomy
QuickStart Guide

IN PROCESSIN PROCESS

ValVal IT Initiative StatusIT Initiative Status

Available for free download from:
www.isaca.org or www.itgi.org
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J-SOX

Some Final ThoughtsSome Final Thoughts
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The Responsibility of IT
•• IT underpins and enables all business processes including financIT underpins and enables all business processes including financial ial 

transactionstransactions
•• IT based applications form the basis for business to be transactIT based applications form the basis for business to be transacted, ed, 

including extended supply chainsincluding extended supply chains
•• IT has a responsibility to ensure that robust and reliable proceIT has a responsibility to ensure that robust and reliable processes sses 

exist to minimise risk to the completeness, accuracy and integriexist to minimise risk to the completeness, accuracy and integrity of ty of 
business information including financialsbusiness information including financials

•• Basic rule is Basic rule is ‘‘poor processes lead to poor outcomespoor processes lead to poor outcomes’’
•• Robust and reliable processes will assist compliance with all leRobust and reliable processes will assist compliance with all legal gal 

and regulatory compliance requirementsand regulatory compliance requirements
•• CobiT, Val IT, ITIL, ISO27000 etc. provide excellent frameworks CobiT, Val IT, ITIL, ISO27000 etc. provide excellent frameworks for for 

enhanced control and assuranceenhanced control and assurance
•• Consider true value of capitalised IT related business projects Consider true value of capitalised IT related business projects –– will will 

they actually deliver? Val IT can help   they actually deliver? Val IT can help   
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While presenting many challenges in the year 
ahead, J-SOX provides an opportunity for 

Japanese companies to improve their 
governance by improving or standardizing 

business processes and systems across the 
globe. Management of international 

subsidiaries can and should make a significant 
contribution to such an effort. 

Aki Tohyamais, Managing Director, Protiviti

The Challenge and the Opportunity
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Closing Thoughts
•• JJ--SOX, and most other regulatory requirements, are nothing more thSOX, and most other regulatory requirements, are nothing more than an 

good governance.  Simply put, management should:good governance.  Simply put, management should:
–– Understand the risks of the business;Understand the risks of the business;
–– Establish a framework of controls;Establish a framework of controls;
–– Monitor the operating effectiveness of key controls;Monitor the operating effectiveness of key controls;
–– Keep investors informed of potential uncertainties in the informKeep investors informed of potential uncertainties in the information that is ation that is 

being reported.being reported.

•• The challenge for businesses is to move to a more sustainable coThe challenge for businesses is to move to a more sustainable control ntrol 
environment.environment.

•• This objective applies to IT Departments as much as it does otheThis objective applies to IT Departments as much as it does other parts r parts 
of the business.of the business.

•• The move to a more sustainable control environment is likely to The move to a more sustainable control environment is likely to place place 
increased reliance on systems and application controls as well aincreased reliance on systems and application controls as well as s 
generally improved and documented IT processes.generally improved and documented IT processes.

•• This will place increased reliance on General Computer Controls.This will place increased reliance on General Computer Controls.
•• IT departments need to lead the way.IT departments need to lead the way.
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A New Era of IT GovernanceA New Era of IT Governance
OptimisingOptimising Value from IT Value from IT 

InvestmentInvestment

Tokyo
November 8th, 2007

Val IT and slides copyright © 2006 IT Governance Institute. Used with permission.

Paul WilliamsPaul Williams
Former International President ISACA/ITGIFormer International President ISACA/ITGI
IT Governance Adviser, IT Governance Adviser, ProtivitiProtiviti

paul.williams@protiviti.co.ukpaul.williams@protiviti.co.uk


