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* Monitoring consists of the processes,
procedures, tools and activities that an
enterprise puts in place to ensure that
internal control continues to operate
effectively.
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* Focuses on the monitoring of controls

* Includes monitoring of controls over
— Reliability of financial reporting
— Effectiveness and efficiency of operations
— Compliance with applicable laws and regulations

* Does not include monitoring of performance
efficiencies and operational metrics, unless they
provide evidence of control effectiveness
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Establish | |Tone e_1t th_e top
- Organizational structure
oundation! |[Baseline of effective internal controls

Prioritize risks

|dentify key controls

|ldentify persuasive information about controls
Implement monitoring procedures

Prioritize findings

Assess

& Report results to the appropriate level
Report ||Follow up on corrective actions
~——

Support conclusions regarding control effectiveness
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 Provide support for a reasonable conclusion
about the entire internal control system’s ability
to achieve the underlying objectives

« Often have one or more of the following
characteristics:

— Their failure could materially affect the objectives for
which the evaluator is responsible

— Their failure might not be detected in a timely manner
by other controls

— Their operation might prevent or detect other control
failures before they become material to the
enterprise’s objectives
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Elements of Persuasive
Information
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 Persuasive information:
— Suitable (quality)

— Relevant: Relevant
» Direct
» |ndirect TN -
— Reliable Rgll_ii?éley&
» Accurate Reliable Timely
» Verifiable Re
» Objective
—Timely

— Sufficient (quantity)
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« Types of Information

— Direct information substantiates the operation of
controls.

— Indirect information may indicate a change or failure
in the operation of controls or measurement of a
business process.

* Types of Monitoring

— Ongoing monitoring monitors the effectiveness of
internal control in the ordinary course of operations.

— Separate evaluations are designed to evaluate
processes and controls periodically and are not
Ingrained in the routine operations of the enterprise.

Copyright 2009 by The Committee of Sponsoring Organizations of the Treadway Commission.
All rights reserved. Reprinted with permission.
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Direct Information

Indirect Information

« Typically most
Ongoing persuasive

monitoring |+ Especially valuable in

high-risk areas

« Can enhance
monitoring efficiency

« Provides support to
direct information

« Primarily used to
Separate revalidate conclusions

evaluation reached through
ongoing monitoring

« Typically least
persuasive

« Can help scope other
separate evaluation
procedures

© 2009 Grant Thornton LLP. All rights reserved. Reprinted with permission
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Separate Evaluations

TIME

© 2009 Grant Thornton LLP. All rights reserved. Reprinted with permission
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Understand and
prioritize risks along
organizational objectives

/

Identify key controls\
across the internal
control system that

address those prioritized

risks
4

/Identify information
that will persuasively
indicate whether the

internal control system is
koperating effectively

Copyright 2009 by The Committee of Sponsoring Organizations of the Treadway Commission.
All rights reserved. Reprinted with permission.
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« What is the key control to be monitored?

 What information indicates control
effectiveness?

* What is the monitoring process?
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 Ensures that internal controls continue
to operate effectively

* Provides timely evidence of changes
that have occurred within internal controls

 Facilitates remediation before adverse
consequences occur

 Reduce effort and cost of GRC

15



-

‘ Agenda
BA& | THNFAthe
» Monitoring Defined
« Basic COSO Concepts
« Effects of IT on Monitoring

* |T Governance Challenges and Cloud
Computing
« |ISACA's Publication on Monitoring

16



-

@ IT and Monitoring

BA | THNF> Ame

* Monitoring of controls:

— Application controls
* |T-dependent manual controls
« Automated controls

— |T general controls

« Automating the monitoring process:
— Controls monitoring
— Reporting and follow-up
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1. If key controls are automated, relevant underlying IT general
controls usually need to be monitored.

2. If key controls are manual, but depend on information produced by
IT, they are usually dependent on selected IT general controls,
which also may need to be monitored.

3. The risk assessment process and the availability of computerized
information drive which IT and manual controls will be monitored.

4. Information needed for monitoring may be available only from an IT
process.

5. Monitoring of IT controls and automated monitoring often can be
leveraged to address multiple monitoring objectives.

6. IT facilitates a repetitive, and often a continuous, monitoring
process.
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 Earlier identification of problems
* Timelier corrective action
 Increased leverage
 Increased consistency
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Monitoring Tools
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It-in parameters
erance levels

Tools Tools
that Facilitate that Monitor
Error i
(o] Risk that for C_han_ges in
Management Automated Applications
Error logs antro!s e Change
Follow-up will Fail evaluation
Dispos.ition Communication
analysis Evaluate propriety

ata aggregation

Copyright 2009 by The Committee of Sponsoring Organizations of the Treadway Commission.
All rights reserved. Reprinted with permission.

20



-

@ Benefits of Automating the

A | TH/NH RS Monitoring Process

» Opportunities that are not feasible manually
— Integration across systems and geographies
— Evaluation of system conditions
* Further improvement
— Effectiveness
— Efficiency
— Timeliness

 Leverage of existing investment in systems and
data
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« Relationship of Monitoring and IT Governance

* Integration of monitoring and risk assessment
* Monitoring of some IT controls
« Monitoring of the monitoring program

* Cloud Computing Challenges
« Getting behind the “cloud”
« Contract provisions for monitoring, auditing and reporting
 Availability of an audit report on service organization controls

 New reporting on service organization controls

23
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USA audit standard SAS No. 70
» Became a defacto global standard
* Internal controls over financial reporting
» No accepted criteria for reporting on controls
 Auditor-to-auditor communication

 New international standard ISAE 3402 and USA standard SSAE 16

» Cloud computing and outsourcing elevated the need for a new standard

« Two new supporting guides for two types of detailed reports
« Service organization controls (SOC-1) related to financial reporting
» Service organization controls (SOC-2) related to security, availability,
processing integrity, confidentiality and privacy
« Promotion of a third type of report

« Short-form general-use report on service organization controls (SOC-3)
related to security, availability, processing integrity, confidentiality and

privacy
» Helps service organizations demonstrate reliability and trust
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« Report on controls related to one or more of the following
« Security, availability, processing integrity, confidentiality and/or privacy
« Based on AICPA/CICA Trust Services Principles and Criteria developed internationally
« Can cover a period of time, such as 6 months or 1 year

« Contains
» Cloud computing provider’s description of its system and infrastructure

 All the criteria, for the principle(s) selected (such as security), and a listing of controls
designed to meet those criteria

» A description of changes to the system and controls during the period
» An assertion by cloud computing management about the description and the controls

« The auditor’s report and opinion on the fairness of presentation of the description and
whether the controls are suitably designed to meet the criteria and operated effectively

» Details of the testing performed by the auditor

« Comments
« SOC-1 and SOC-2 use is restricted to customers, regulators, auditors, etc.
» May contain too much detail for some purposes

* SOC-3 may be better in some situations:
— Short-form report
— Doesn'’t include details of controls or tests
— Intended for general use (not restricted)
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Monitoring
Internal Control
Systems and IT

A Primer for Business Executives, Managers and Auditors

on How to Embrace and Advance Best Practices
Trustin, and value from, information systems
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 |[T/assurance practitioners
 Audit/security practitioners

» Compliance practitioners

 IT and User Managers

» Executives responsible for IT governance
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« Overview of the Use of Internal Controls and Monitoring

 Foundational Concepts and Principles of Monitoring

« How to Design and Execute an IT Monitoring Process

« How to Automate Monitoring of Controls to Increase Efficiency
and Effectiveness

« Other Important Considerations

 Appendices
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Thank you!
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