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— Cloud computing, virtualization of everything, iPads, iPods, Android devices, 
Cyber attacks, security, change is hitting us from all directions. Technology 
advances and challenges alone are not the only change on the horizon. The 
new "digital natives" generation is hitting the workforce and are being joined 
by increasing compliance requirements and what about the exponentially 
growing demand for automation! One fact is true, life in our professional is 
becoming increasingly complex as will the role of governance. Our businesses 
are demanding innovation, agility, deliver now and at reduced cost and don't 
you dare talk in TLA's or FLA's, business language only spoken here. 

— Don't worry, help is at hand. Robert Stroud, immediate past ISACA 
International Board Member and the Cloud Computing, Governance and 
Service Management evangelist at CA Technologies will take the cover off his 
crystal ball and predict what is around the corner in 2012 and beyond and 
where the future for governance is. Robert will share his thoughts on how 
these trends will impact you in your role. More importantly Robert will share 
with you how can you prepare for and leverage the technology advances to 
add value to your organization, all in a soundly governed and managed 
environment. 
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Business models are demanding 
technology innovation and changing 
business models 
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“the baby” 
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iPad 
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No Need for IT Folks!  

—“I hired a graduate and I didn’t tell IT!” 
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It’s all about the UI! 



 

Source: http://theotherblog.com/wp-content/uploads/2008/09/iphone.jpg



Smartphone app that helps  
doctors detect cancer 

— If you hate going to the doctor, you’ll 

be thrilled to hear that app developer  

Skin Scan wants to help you replace  

that initial visit to the dermatologist.  

The Romania-based company behind Skin Scan: Your Pocket 

Scan Technology for Skin Cancer Prevention was recently 

awarded €50,000 from Seedmoney to continue work on its 

algorithm-based diagnostic app. For my money — the sale 

price of $4.99, for now  
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Internet of things will have 24 billion 
devices by 2020 

Diagram Source: http://gigaom.com/cloud/internet-of-things-will-have-24-billion-devices-by-2020/ 
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Embedded Systems 

November, 2011             Robert Stroud  Robert.Stroud@ca.com                          Copyright © 2011 CA. All rights reserved. 15 

mailto:Robert.Stroud@ca.com


Cooperating Objects 

Source: http://www.iais.fraunhofer.de/fileadmin/web2009/assets/content/keyvis/FG/Cooperating_Objects.jpg 
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Geolocation 

November, 2011             Robert Stroud  Robert.Stroud@ca.com                          Copyright © 2011 CA. All rights reserved. 18 

mailto:Robert.Stroud@ca.com


—$600 to buy a disk drive that would 
store all the worlds music 

—Price is rapidly being driven down 
per gigabyte 

—40% projected global data 
generated vs. 5% growth in global 
IT spend 

—5 billion mobile phones in 2010 

—Growing at 65% CAGR 

—80% unstructured data 

—More than 168 Million emails 

 

Big Data 

Source: http://i.cmpnet.com/informationweek/galleries/automated/480/Intro-Slide_full.JPG 
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Ethical Issues 
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“Cybercrime” 
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“Cyber Terrorism” 

Sydney Morning Herald – March 5, 2011 

November, 2011             Robert Stroud  Robert.Stroud@ca.com                          Copyright © 2011 CA. All rights reserved. 22 

mailto:Robert.Stroud@ca.com


Opinion matters! 

— Smashed guitar 
YouTube song United is  
listening now 
− Last year, while he was flying  

from Nova Scotia to Nebraska  
on United Airlines, somebody  
broke his $3,500 guitar. 

−But Carroll and his band, Sons of Maxwell, have told their tale with rhythm, 
harmony, rhyme, not to mention some wicked humor, and their four-minute, 
37-second complaint, “United Breaks Guitars,” above, is racking up views on 
YouTube. 

−The Times newspaper reported that within 4 days of the video being posted 
online, United Airline's stock price fell 10%, costing stockholders about 
$180 million in value 

−More information at http://www.davecarrollmusic.com/  
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The death of email!  

Facebook has more 
than 600 million 
active users 
30 billion pieces of 
content on Facebook 
every month 
 

Twitter has 200 million 
users, generating 65 
million tweets  
a day 

LinkedIn has more than 
100 million registered 
users, spanning more than 
200 countries 

"Social media has played 
a crucial role in the 
unrest in Egypt, with 
many of the protests 
organized through 
Facebook." 
— BBC News 
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Changing communication 

You cannot ignore social media!  
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Generational differences 
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Multiple Generations 

Source: http://www.masternewmedia.org/images/US-media-consumption-234915975_ffe3e4f6b7-o.jpg  
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Boomers 
(1946-64) 

Gen X 
(1965-80) 

 

Millennials 
(1981-95+) 

Key Values/ 
Motivations 

• Power 
• Money 
• Status 

• Independence 
• Resilience 
• Flexibility 

• Teamwork 
• Technology 
• Entertainment 

Generation Motives 
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Boomers 
(1946-64) 

Gen X 
(1965-80) 

 

Millennials 
(1981-95+) 

Key Values/ 
Motivations 

Power 
Money 
Status 

Independence 
Resilience 
Flexibility 

Teamwork 
Technology 
Entertainment 

Recruitment/ 
Socialization Keys 

Explain Org Mission 
Recognize desire to 
get quickly 
assimilated 

Straight-talk about 
negatives 
Have their peers 
present/involved 

Rapid, hands-on 
orientation 
Encourage them 
figure what’s next 
in the company 

Generation Recruiting 
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Boomers 
(1946-64) 

Gen X 
(1965-80) 

 

Millennials 
(1981-95+) 

Key Values/ 
Motivations 

Power 
Money 
Status 

Independence 
Resilience 
Flexibility 

Teamwork 
Technology 
Entertainment 

Recruitment/ 
Socialization 
Keys 

Explain Org.’s 
Mission 
Recognize desire to 
get quickly 
assimilated 

• Straight-talk 
about negatives 
• Have their peers 
present/involved 

Rapid, hands-on 
orientation 
Encourage them  
figure what’s next 
in the company 

Management 
Approaches 

Link pay & 
performance 
Focus on fairness 
and equity 

Help them build 
their skills 
Help them feel they 
work “with” you 
not “for” you 

Structured, but 
supportive work 
environment 
Use of “reverse” 
mentoring 

Managing the Generations 
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Generation “Z” 

Source: http://womenonthefence.com/2011/06/03/generation-z-a-sense-of-entitlement/ 
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75% of Enterprises Have 'Bring Your Own  
Device' Policies 

Employee Owned Devices 

Source: http://www.zdnet.com/blog/sybase/75-of-enterprises-have-bring-your-own-device-policies-what-that-means-charts/1025 
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Mobility accelerating business 

Source: http://www.zdnet.com/blog/sybase/75-of-enterprises-have-bring-your-own-device-policies-what-that-means-charts/1025 
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CIOs are living with the “new norm” 

 

2003 - 2008 2008 - 2009 New Normal 

Business Demand for IT 
outstrips capacity & 
resources  

Growing 
Alignment Gap 

IT Budget decisions 
under greater 
scrutiny 

New  
Normal 

IT Service Supply  
and delivery options 
have multiplied 
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CIO’s role is changing as the IT ecosystem evolves 

 portfolio strategist 
financial manager  
sourcing manager 

vendor manger 
relationship manager 
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CIO Challenges 

Changing dimensions of the “new 
norm” 

CIO Challenges CEO Priorities 
Grow through innovation 
Drive growth and 
competitive differentiation 
through innovation? 

Maintain cost efficiencies 
Continued cash and profit 
generation? 

Attract and retain new 
customers 
Grow market share through a 
positive corporate image?  

Increase speed and agility 
Find new ways to serve business 
delivering services faster and cost 
effectively? 

Mitigate risk 
Resolve risk and security issues  
transparently for your business? 

Deliver Value 
Embrace innovation for 
competitive differentiation and 
deliver value at appropriate costs? 
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Changing role of the CIO 

 It is happening. IT is being delivered to and 
consumed within the enterprise without IT's 
knowledge.  

 The cycle started with outsourcing and has rapidly 
accelerated with the advent of cloud computing.  

 When speaking to an employee at a large financial 
organization last year, he told me that part of the 
business was no longer.  

 Relying on an internal IT to provision and deliver 
technology 
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Changing role of the CIO (Continued) 

— It is happening. IT is being delivered to and consumed within the enterprise without IT's knowledge. The cycle started with outsourcing and has 
rapidly accelerated with the advent of cloud computing.  

— When speaking to an employee at a large financial organization last year, he told me that part of the business was no longer relying on an internal 
IT to provision and deliver technology. In many organizations, technologies like social, mobile, cloud, direct outsourcing contracts and video are 
being leveraged to bypass the IT function. Consumers of technology today are extremely "tech-savvy" and expect information in real time, 
personalized user experiences and access to mobile applications. 

— Data center functions are being outsourced for cost efficiencies and to enhance time to value.  

— Is this the end for the CIO, and Information Technology, or simply another page in the evolution of IT enabled business service? I spoke to the CIO 
of another organization in the finance industry recently and his reaction to these industry changes has been to leverage the potential risks and 
compliance requirements to "shut the door" to all uses of cloud and outsourcing. Ultimately he found out it is happening behind their backs.  

— The "cloud computing revolution" is a continuation of the evolution of computing. The reality is that the CIO and IT will need to make the 
concession that total control, perceived or real, will be lost and their role will transform. 

— Forward thinking organizations and CIO's have leveraged this transformation to commence a transformation of their own as they look to become 
part of the innovation process and accept the role of the aggregator of services - aka a service broker. This involves the acceptance of the 
disruptive technologies that fuel the business, partnering closely with the business to drive growth and customer engagement and implementing a 
new management paradigm.  

— The changing management paradigm IT will provide value through effective management of the portfolio, sound financial management and 
effective sourcing and management of the vendors delivering the capabilities all with the view of not only sustaining, but also delivering rapid 
innovation.  

— As technology sourcing and consumption moves beyond the CIO, the role of effective management must be the primary way in which the CIO will 
provide the appropriate level of centralized coordination. That said, the CIO will remain responsible for the orchestrating technology sourcing and 
managing the supply but at the same time facilitating the delivery of innovation. To do this the CIO's focus will shift to empowering employee's and 
customers to solve problems and IT will need to focus on relationships with the business and function as a trusted advisor to assist them in solving 
business problems. In short, IT will need to ensure that employee's become one of the primary sources of innovation and blockbuster ideas to gain 
competitive advantage. 

— It is clear that IT is at the beginning of a major transition and change is inevitable, how will your organization deal with this? 
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Manufacturer to aggregator 

Internal 
Service 
Providers 

Customers 

External 
Service 

Providers 

Primary  
Business  
Activities 
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The empowered CIO – will manage to business 
value and risk appetite  

—Portfolio Management  

−Demand, Investment, resource, capacity & risk  management  

—Financial Management  

−Cost, chargeback/showback, budgeting & planning 

—Relationship Management 

−Performance, benchmarking, contract, vendor & supplier decisions & 

management 

—Governance  

−Security, Risk and effective management processes will be critical to 

ensure business value 
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Governance Objectives in the “new norm” 
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COBIT®5 supporting the “new norm” 

−Practical guidance with consideration of all, unique 
stakeholders 

−Non-technical overarching framework 

−Clear distinction between governance and management 

−Scope addressing management and governance of 
information 

−Clear migration guidance from prior versions 

−Process model updates addressing innovation and emerging 
technologies 

−Addressing governance enablers such as behavior, skills and 
decision making 
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Governance and Management Processes 
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Governance Enablers  

Service 

Capabilities

Processes

Culture, 

Ethics, 

Behaviour

Organisational 

Structures

InformationPrinciples &

Policies

Skills &

Competencies
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COBIT® 5 Benefits  

—Increased value creation through effective 
governance and management of enterprise 
information and technology assets 

—Increased business user satisfaction with IT 
engagement and services–IT seen as a key enabler. 

—Increased compliance with relevant laws, regulations 
and policies 

—IT function becomes more business focused 

—Increases the COBIT ® 5 users’ contribution to the 
enterprise 

—Value and Risk integrated  
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COBIT ®5 Process Model - Draft 

November, 2011             Robert Stroud  Robert.Stroud@ca.com                          Copyright © 2011 CA. All rights reserved. 46 

mailto:Robert.Stroud@ca.com


COBIT ®5 Major changes 

—Consolidation of frameworks 

− Adjustment of domains and processes 

• 4 to 5 domains 

• 34 to 36 IT Processes 

− Assessment process changed to focus on 

   Capability using ISO 15504 

− Alignment with major frameworks and 

   standards 
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COBIT® 4.1 updates  

• COBIT Enterprise Certification  

• COBIT Assessment Model using COBIT 4.1 
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Recommendations 

— Business and Technology is evolving at a rate we cannot 
comprehend and the role of IT is transforming 

— IT will fundamentally change with IT becoming a Service Broker, 
aggregating services and managing the business relationship 

— Governance, Risk Management becomes a value creator and 
security is critical  

— Agile, Dynamic – Just Enough!  

— Transform from “Technology Oriented” to  “Business and Technology 
Oriented”  

— Reorganize your toolbox, keep up-to-date & enrich with appropriate 
new tools 

— Communicate!  
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thank you 

Robert E Stroud CGEIT CRISC 
Vice President Strategy & Innovation 

Governance, Service Management & Cloud Evangelist  
 

Robert.Stroud@ca.com 
 

Twitter @RobertEStroud 
 

http://community.ca.com/blogs/ITIL 
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