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Executive Summary  
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Information! 

ÅInformation is a key resource for all 
enterprises. 

ÅInformation is created, used, retained, 
disclosed and destroyed. 

ÅTechnology plays a key role in these actions. 

ÅTechnology is becoming pervasive in all 
aspects of business and personal life. 

 

What benefits does information and 
technology bring to enterprises?  
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Enterprise Benefits 

Enterprises and their executives strive to: 

ÅMaintain quality information to support business 

decisions. 

ÅGenerate business value from IT-enabled investments, 

i.e., achieve strategic goals and realise business benefits 

through effective and innovative use of IT. 

ÅAchieve operational excellence through reliable and 

efficient application of technology. 

ÅMaintain IT-related risk at an acceptable level. 

ÅOptimise the cost of IT services and technology. 
 

How can these benefits be realised to create 

enterprise stakeholder value? 
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ÅDelivering enterprise stakeholder value requires good 
governance and management of information and 
technology (IT) assets. 

ÅEnterprise boards, executives and management must 
embrace IT like any other significant part of the business. 

ÅExternal legal, regulatory and contractual compliance 

requirements related to enterprise use of information and 

technology are increasing, threatening value if breached. 

ÅCOBIT 5 provides a comprehensive framework that 

assists enterprises to achieve their goals and deliver 

value through effective governance and management of 

enterprise IT. 

Stakeholder  Value 

© 2012 ISACA.    All rights reserved.    6 



ÅSimply stated, COBIT 5 helps enterprises to create 

optimal value from IT by maintaining a balance 

between realising benefits and optimising risk levels 

and resource use. 

ÅCOBIT 5 enables information and related technology to 

be governed and managed in a holistic manner for the 

whole enterprise, taking in the full end-to-end business 

and functional areas of responsibility, considering the 

IT-related interests of internal and external 

stakeholders. 

ÅThe COBIT 5 principles and enablers are generic and 

useful for enterprises of all sizes, whether commercial, 

not-for-profit or in the public sector. 

The COBIT 5 Framework 
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COBIT 5 Principles 
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COBIT 5 enablers 
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Governance and Management 

ÅGovernance ensures that enterprise objectives are 

achieved by evaluating stakeholder needs, conditions 

and options; setting direction through prioritisation and 

decision making; and monitoring performance, 

compliance and progress against agreed direction and 

objectives (EDM) 

ÅManagement plans, builds, runs and monitors 

activities in alignment with the direction set by the 

governance body to achieve the enterprise objectives 

(PBRM) 
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In summary é. 

COBIT 5 brings together the five principles 

that allow the enterprise to build an effective 

governance and management framework  

based on a holistic set of seven enablers that 

optimises information and technology 

investment and use for the benefit of 

stakeholders. 
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COBIT 5  
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COBIT 5 Framework 
 

COBIT 5 Framework:  

ÅThe main, overarching COBIT 5 product. 

ÅContains the executive summary and the full description of 

all of the COBIT 5 framework components: 

ïThe five COBIT 5 principles 

ïThe seven COBIT 5 enablers plus 

ïAn introduction to the implementation guidance provided by ISACA 

(COBIT 5 Implementation) 

ïAn introduction to the COBIT Assessment Programme (not specific 

to COBIT 5) and the process capability approach being adopted by 

ISACA for COBIT  
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Five COBIT 5 Principles 

 

The five COBIT 5 principles: 

1.Meeting Stakeholder Needs 

2.Covering the Enterprise End-to-End 

3.Applying a Single Integrated Framework  

4.Enabling a Holistic Approach 

5.Separating Governance from Management 
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1. Meeting Stakeholder Needs 

 

Principle 1. Meeting Stakeholder Needs 

ÅEnterprises exist to create value for their stakeholders 
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1. Meeting Stakeholder Needs (cont.) 

 

Principle 1. Meeting Stakeholder Needs 

ÅEnterprises have many stakeholders, and ócreating valueô 

means differentðand sometimes conflictingðthings to each 

of them. 

ÅGovernance is about negotiating and deciding amongst 

different stakeholdersô value interests. 

ÅThe governance system should consider all stakeholders 

when making benefit, resource and risk assessment 

decisions. 

ÅFor each decision, the following can and should be asked:   

 For whom are the benefits?  

 Who bears the risk?  

 What resources are required? 
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1. Meeting Stakeholder Needs (cont.) 

 

Principle 1. Meeting Stakeholder 

Needs 

ÅStakeholder needs have to be 

transformed into an enterprisesô 

actionable strategy. 

ÅThe COBIT 5 goals cascade 

translates stakeholder needs into 

specific, actionable and 

customised goals within the 

context of the enterprise, IT-

related goals and enabler goals.  
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1. Meeting Stakeholder Needs (cont.) 

 

Principle 1. Meeting Stakeholder Needs 

Benefits of the COBIT 5 goals cascade: 

Å It allows the definition of priorities for implementation, 

improvement and assurance of enterprise governance of IT 

based on (strategic) objectives of the enterprise and the 

related risks.  

Å In practice, the goals cascade: 

ïDefines relevant and tangible goals and objectives at various levels 

of responsibility. 

ïFilters the knowledge base of COBIT 5, based on enterprise goals to 

extract relevant guidance for inclusion in specific implementation, 

improvement or assurance projects. 

ïClearly identifies and communicates how (sometimes very 

operational) enablers are important to achieve enterprise goals. 
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2. Covering the Enterprise End-to-End 

 

Principle 2. Covering the Enterprise End-to-End 

ÅCOBIT 5 addresses the governance and management of 

information and related technology from an enterprise-

wide, end-to-end perspective. 

ÅThis means that COBIT 5:  

ï Integrates governance of enterprise IT into enterprise 

governance, i.e., the governance system for enterprise IT 

proposed by COBIT 5 integrates seamlessly in any governance 

system, because COBIT 5 aligns with the latest views on 

governance. 

ïCovers all functions and processes within the enterprise; COBIT 

5 does not focus only on the óIT functionô, but treats 

information and related technologies as assets that need to be 

dealt with just like any other asset by everyone in the enterprise. 
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2. Covering the Enterprise End-to-End  
(cont.) 

 

Principle 2. Covering the Enterprise End-to-End 

Key components 

of a governance 

system 
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3. Applying a Single Integrated  

    Framework 
 

Principle 3. Applying a Single Integrated Framework  

ÅCOBIT 5 aligns with the latest relevant other standards 

and frameworks used by enterprises:  

ïEnterprise:  COSO, COSO ERM, ISO 9000, ISO 31000 

ï IT-related:  ISO 38500, ITIL, ISO27000 series, TOGAF, 

PMBOK/PRINCE2, CMMI 

ïEtc. 

ÅThis allows the enterprise to use COBIT 5 as the 

overarching governance and management framework 

integrator. 

Å ISACA plans a capability to facilitate COBIT user 

mapping of practices and activities to third-party 

references. 
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4. Enabling a Holistic Approach 

 

Principle 4. Enabling a Holistic Approach 

COBIT 5 enablers are: 

ÅFactors that, individually and collectively, influence 

whether something will workðin the case of COBIT, 

governance and management over enterprise IT  

ÅDriven by the goals cascade, i.e., higher-level IT-related 

goals define what the different enablers should achieve 

ÅDescribed by the COBIT 5 framework in seven 

categories 
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4. Enabling a Holistic Approach (Cont.) 

 

Principle 4. Enabling a Holistic Approach 
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4. Enabling a Holistic Approach (Cont.) 

 

Principle 4. Enabling a Holistic Approach 
1. ProcessesðDescribe an organised set of practices and activities to achieve certain 

objectives and produce a set of outputs in support of achieving overall IT related 

goals. 

2. Organisational structuresðAre the key decision-making entities in an organisation. 

3. Culture, ethics and behaviourðOf individuals and of the organisation; very often 

underestimated as a success factor in governance and management activities. 

4. Principles, policies and frameworksðAre the vehicle to translate the desired 

behaviour into practical guidance for day-to-day management. 

5. InformationðIs pervasive throughout any organisation, i.e., deals with all 

information produced and used by the enterprise. Information is required for keeping 

the organisation running and well governed, but at the operational level, information is 

very often the key product of the enterprise itself. 

6. Services, infrastructure and applicationsðInclude the infrastructure, technology 

and applications that provide the enterprise with information technology processing 

and services.  

7. People, skills and competenciesðAre linked to people and are required for 

successful completion of all activities and for making correct decisions and taking 

corrective actions. 
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4. Enabling a Holistic Approach (Cont). 

 

Principle 4. Enabling a Holistic Approach 

ÅSystemic governance and management through 

interconnected enablersðTo achieve the main 

objectives of the enterprise, it must always consider an 

interconnected set of enablers, i.e., each enabler: 

ïNeeds the input of other enablers to be fully effective (e.g., 

processes need information, organisational structures need skills 

and behaviour) 

ïDelivers output to the benefit of other enablers, e.g., processes 

deliver information, skills and behaviour make processes 

efficient 

ÅThis is a KEY principle emerging from the ISACA 

development work around the Business Model for 

Information Security (BMIS). 
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4. Enabling a Holistic Approach (Cont). 

 

Principle 4. Enabling a Holistic Approach 

COBIT 5 Enabler Dimensions 

ÅAll enablers have a set of common dimensions. This set of 

common dimensions: 

ïProvides a common, simple and structured way to deal with enablers 

ïAllows an entity to manage its complex interactions  

ïFacilitates successful outcomes of the enablers 
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